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INTRODUCTION

ScriptLogic is a leading global provider of systems lifecycle management solutions spanning
physical, virtual and terminal server environments, enabling IT professionals to proactively save time,
increase security, and maintain regulatory compliance through the seamless management of Windows
desktops, servers, and Active Directory. More than 22,000 customers of varying size and industry use
ScriptLogic solutions to manage approximately 5.2 million desktops and servers every day.

ScriptLogic’s software solutions help many different types of enterprises comply with the
requirements arising from government legislation and industry best-practices. The aim of this document
is to highlight ways in which ScriptLogic solutions can be used to implement ITIL best practices in
Windows-based networks. Additional information about ScriptLogic solutions and ITIL can be found at
http://www.scriptlogic.com/itil.

ITIL - BACKGROUND

ITIL (IT Infrastructure Library) is the most widely accepted approach to IT service management in
the world. Since its introduction in 1980, ITIL has evolved to provide a complete set of best practices,
drawn from international public and private sectors. It is supported by a comprehensive qualification
scheme, accredited training organizations, and implementation and assessment tools. ITIL guidance
allows both large and small companies to exploit recognized best practices across the IT organization,
thereby helping align IT with business objectives and drive IT operational improvements.

Organizations worldwide are adopting ITIL, making it the de-facto standard for IT professionals
in a broad range of organizations such as local and central government, energy, public utilities, retail,
finance and manufacturing. In May of 2007, ITIL underwent an update to its third version. Adoption of
ITIL recommendations enables these kinds of organizations to achieve five key objectives:

e Improve customer satisfaction with services provided by IT

e Increase service availability

e Realize monetary savings from improvements in efficiency and reduction in resources and
lost time

e Reduce service “time to market”

e Improve risk optimization and decision making
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ITIL - BUSINESS PROCESSES AND OBJECTIVES

While ITIL describes which best practices to pursue, it does not define how to implement
detailed processes and work-level procedures that enable those recommendations. ITIL provides high-
level guidance on what should be done, but allows each business develop and implement work-level
procedures to match their unique requirements. Successful implementation of ITIL best practices
requires software-based tools to effectively deploy procedure-level processes to IT staff.

ScriptLogic solutions aid in the implementation of the processes set forth within a number of
ITIL disciplines. The following table lists some of the ITIL processes and examples of typical operations IT
administrators would perform to implement those processes.

ITIL Discipline  ITIL Process Objective Action Required

Service Release To ensure that all Plan, design, build, configure

Support Management  technical aspects of a and test Group Policies prior to
release are dealt with in implementation.

a coordinated approach.
Plan, design, build, configure
and test client machine
configurations prior to
implementation.

Test migration to new file
servers to ensure seamless

changeover.
Change To ensure that Report, audit and alert on all
Management  standardized methods Active Directory and Group

and procedures are used  Policy management changes.
for efficient and prompt
handling of all changes.

Configuration  To account for all the IT Document all users, groups,
Management  assets and configurations group memberships, files,
within the organizationand  folders, shares, services and
its services; to provide local policies.
accurate information on
configurations and their Establishing roles and
documentation to support  responsibilities within Active
all the other Service Directory with the ability to
Management processes; to  control, audit and verify both
verify the configuration the roles themselves as well as
records against the the use of those roles within
infrastructure and correct Active Directory.
any exceptions

(Continued on the next page)
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ITIL Process

ITIL Discipline

Objective

Action Required

Service Incident To restore normal service Troubleshoot GPO configuration
Support Management  operation as quickly as failures.
possible and minimize
the adverse impact on Rollback and undo AD and GPO
business operations, thus changes.
ensuring that the best
possible levels of service  Analysis and reporting of events
quality and availability and configuration changes.
are maintained.
Alerting on selected events.
Problem To minimize the adverse  Diagnose, investigate and
Management  impact of Incidents and identify problems on client
Problems on the business machines, in Active Directory,
that are caused by errors  Group Policies, file security,
within the IT printer security, and more.
Infrastructure, and to
prevent recurrence of
Incidents related to these
errors.
Service Availability To optimize the Maximize Active Directory
Delivery Management  capability of the IT availability by being able to
Infrastructure, services backup and restore Group
and supporting Policies and AD in real time,
organization to delivera  without taking services offline.
cost effective and
sustained level of Maximize data availability by
Availability that enables being able to backup and
the business to satisfy its  restore NTFS permissions
business objectives rapidly.
Security Security To ensure such a level of  Define security roles within
Management Management  security, that the agreed  Active Directory and perform

availability of the
infrastructure & the IT
services, as well as the
business functions, is not
compromised.

audits of Active Directory
management.

Table 1: Meeting ITIL process requirements with ScriptLogic
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SOLUTIONS SUMMARY

ScriptLogic software solutions give organizations the tools they need to evaluate, secure and
audit all aspects of their Windows-based infrastructure, bringing their internal controls into compliance
with ITIL standards.

In order to bring a covered entity into compliance, there are a number of software solutions that
need to be considered. No single software product can make a company compliant, but software tools
play an essential role in helping manage internal controls. ScriptLogic’s software solutions provide the
power to implement, maintain and report on internal access and security controls with minimal
additional administrative burden.

ScriptLogic solutions that assist with implementing ITIL best practices

Active Administrator Comprehensive Active Directory management solution
that reduces the complexity of Active Directory security,
delegation, group policies and recoverability.

BridgeTrak Help desk solution that centrally manages user issues,
from ticket tracking, to escalation to resolution.
Enterprise Security Reporter Reporting solution that generates instant, formatted

Enterprise Security Reporter for SharePoint  reports on file permissions, users, groups, group
memberships, printers, file shares, password
weaknesses, security policies, and more.

Desktop Authority Comprehensive desktop management platform that
provides centralized configuration, inventory, support
and security of Windows-based clients.

Secure Copy Data migration solution that additionally moves all
supporting security-related data sets to ensure a secure
duplicate of the original data.

Security Explorer Security management solution that fixes, reports,

Security Explorer for SQL Server searches, cleans-up and backs up all security settings on

Security Explorer for SharePoint file servers. It also manages service and task security and
settings.

The remainder of this paper provides examples of how ScriptLogic products enable
administrators to perform the necessary actions to implement ITIL best practices.
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SOLUTION EXAMPLES

Example 1: Designing and Building Group Policies

Related Process: Release Management
ScriptLogic Solution: Active Administrator

Before a change is ever made in a live environment, a well-implemented Release Management
process for Group Policies ensures that configurations affecting tens, hundreds or thousands of users
are properly planned and tested. This helps meet the requirements of ITIL’s Availability Management
process, ensuring that clients do not receive overly restrictive desktop configurations, and retain access
to all appropriate aspects of their OS environment.

Active Administrator facilitates all the actions required to achieve Release Management
objectives in the area of Group Policies. The actions ITIL recommends prior to releasing a technical
solution such as a Group Policy include: Planning, Designing, Building, Configuring, and Testing

Active Administrator is a comprehensive management application that provides enormous
visibility and control over Group Policy Objects (GPOs) to help administrators manage the GPO lifecycle.
Figure 1 shows one of Active Administrator’s Group Policy management displays, which gives
administrators a complete range of information about a policy from when it was created, to whom it
applies to and where it is linked within Active Directory.

w:"—P[egs'é's’éléét-Ta‘f:l'o'ﬁ:a]ﬁ_-.-_';-_”. S e P T e e B i P g
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— Group Policy Objects—————— 1 Group Policy Settings - -
I~ Show unlinked GPDz in red Marme: Default D omain Palicy
- Created: Tuesday, October 03, 2006 12:17:38 PM
Group Policy Mame I Modified: Tuesday, October 03, 2006 12:24:04 PM
Blocked Intemet Access Policy DS Revisions: 3 [Computer], 1 [User)
. : SYSWOL Revisions: 3 [Computer], 1 [User]
“" e s || rique Narme: {31B2F340-016D-11D2 945F-D0CO4FBIBAF T}
% Default Domain Policy Computer seftings:  Enabled
ﬁ Logon Script Test Policy Uszer settings: Enabled _
& Restricted Desktop Users Policy Laopback made: Nat configured
ﬁ Teminal Servers Policy — Security Group Filters
Acount | 4pplyGPD | FReadGPO | ModipGPO | <
Domain Admins [DEMOND omain 4. Allow Allow
ﬂ Enterprize Admins [DEMOEnterpri... Allow Allow
!ﬁ CREATOR OWNER Allow Allow b
SYSTEM Al Al
r Group Policy Links - Domaing to search: —I demo.local j
Domain # OU / Site | Mo Dverride | Dizabled | Block Inheritance | Container Path
@ demo [demodc. dema.local] ha na ho demao.local
B R T . s s e bl o At il e St A s My gt . |

Figure 1: Active Administrator simplifies Group Policy Management with an easy-to-use interface

Active Administrator additionally provides an Offline GPO Repository to be used for making
changes to and testing Group Policies without affecting the production environment, as well as an
enhanced “Resultant Set of Policies” tool, shown in Figure 2, that analyzes the effect of combined Group
Policies on an individual user or computer. Active Administrator goes beyond other RSoP tools with the
ability to run what-if scenarios against either live Group Policies or their offline counterparts,
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empowering administrations to see the individual effect of each policy on the Resultant Set. And it can
do all this for both Windows 2000 and 2003, and report on GPOs and RSoP in a range of formats.

[ERtme o o st i S et
— Please chooze a user and commputer to views the resultant set o(pohmes.

e
Uszer | ISL Admin [demo. local/S criptLogic/S L Admin) _I
Computer | IDEMDDE [demo.local/Domain Controllers/DEMODC] _I

r wihat if..
[~ User moves to OL: I

v Computer moves to OL: ISCliptLogic [dema.local /S criptLogic)

I™ Computer moves to Siter | Default-First-Site-Hlame =
User's Secunty Groups: Computer's Security Groups:
Security Group Mame | :l Security Group Marme :l
!ﬁﬁdmlmstlators Authenticated Users
€ futhenticated Users ﬁ Dromain Controllers
T 01 mien A LI [ -N— h
Add.. | Remaove | Fieload | add.. | Remaove | Reload |

Resultant Set of Policies:

GPO Mame: | Applies: | Linked Ta:
Resultant Set of Computer GPOs
gLocaI Group Policy a Mo: Empty @ DEMODC [demo.local/Drome
ﬁ[foline] [Offline] Defaul: Domain... Yes: @ demo [demo.local]
@ Resultant Set of Uzer GPOs
@Local Group Policy a Mo Empty @ DEMODC [demo.local/Dioms
@[foline] [Offlire] Default Domairn... a Yes: @ derna [dema.local]
4| | i
mnc = P T 70 ) ro gt oF ol ok orin]
I ¥ Use Offline GPO Fiepository to calculate RSoP [click ta select affine GPOs| I

R N R S e
Figure 2: Active Administrator’s Offline Repository combined with its RSoP functionality

Example 2: Designing and Building a Standard Client Configuration
Related Processes: Release Management
ScriptLogic Solution: Desktop Authority

Using Desktop Authority, administrators can design a client’s working environment from
something as simple as a drive mapping or printer to as advanced as installing multiple patches or
removing Spyware. Building and testing this configuration follows the same five actions as in the
previous example and, like GPOs, has equal potential to make or break a client’s working environment.

Two specific features within Desktop Authority allow it to be used in the Release Management
process: Validation Logic and Profiles. Validation Logic is used to determine who will get a particular
configuration such as a drive mapping or the latest version of Microsoft Office. By using the 40+
validation types, along with Boolean logic to make selections exponentially more granular,
administrators can narrow the scope of selection down to a pilot environment or even a single test user,
easily implementing the Release Management process without impacting the general user population.
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Figure 3: Administrators can restrict the impact of configuration testing
by using Desktop Authority’s powerful Validation Logic

Desktop Authority groups configurations into Profiles. When testing a new configuration, a
separate profile from those used in production can be created to contain the test configurations. Once
the change is scheduled for release, the configuration elements can be copied to a production profile.

Example 3: Test File Server Migrations
Related Processes: Release Management
ScriptLogic Solution: Secure Copy

One of the challenges during data migrations is ensuring all data and supporting security has
been migrated prior to decommissioning the source server. This challenge is increased with the need to
establish a “point in time” migration where data is completely up to date on the target server, allowing
administrators to shut down the source server. Because Release Management is focused on proactively
testing prior to the release of a new implementation, the traditional method of migration (where a
blackout window is established for the migration and services are unavailable) is not acceptable.
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Secure Copy facilitates the migration of file, folders, NTFS security, associated shares and share
security, compression settings, and local groups given permissions to the data being migrated, creating a
comprehensive, complete migrated data set. To rectify the “point in time” issue and to comply with the
intent of Release Management, Secure Copy can be initially configured to copy all files, as shown in
Figure 4, to establish a baseline of files and then can be configured to copy all changed files to bring the
target server in sync with the source server. This means during migrations, the target server’s settings
(data, security, shares, etc) can be verified prior to the cutover, instead of having to use the blackout
window method.

ESecure Copy({tm} ¥4.02 -- Distribution FIles Migration

File Job Window Help
AHE x2ZLA@
Y Secure Copy |_} Saved Jobs |

—Step 1: Select source Folders (where vou want to o ESECUI‘E Copy Options [ %}

Pathis): | Saurce Paths T
{C i\ Distribution),

| 7' General Copy Options [General Copy Options

& Copy only changed source Files to target
Ad: d Opti =
b Advanced Options fovernrite existing fier and foldars nouding permissions

[ Compression Optians " Copy allfiles from source to target

(ovarmrta existing filer and Foldars including permiasions]
! Migrate File Shares

ﬂ Migrate Local Groups ¥ synchronize Target with Source (Purge orphaned Files Folders in target Folder)
[ 5tep 2: Select target folders (where vou want to cc TAE aption causar He farget foldar fo be identical fo the source folder. Any fles or
Pathis}: | Target Paths )_) Filtet Files Failders in the target Foldar that no fonger exiFt i the source Foldar WILE BE DELETER.

i Appserver 2k O Distribution’,

¥ Cverride security on Access Denied (you must be an Administrator)

™ Don't Copy Permissions (copy data only)

¥ Create initial source Folder under target [ Generate Log File: | E]
—Step 3: Choose from available copy cptions
R Copy Changed Files, Synchr
Don't Migrate File Shares
Don't Migrate Local Groups/l
Mo filter applied

I Werbose Logging

Figure 4: Perform comprehensive migrations in a proactive manner using flexible migration options.

Example 4: Report and History of Group Policy Changes
Related Processes: Change Management
ScriptLogic Solution: Active Administrator

As changes are released, those changes need to be reported to management. The process of
Change Management handles this aspect of Service Support. Active Administrator’s Group Policy
management capabilities extend into the area of reporting on changes (both before release, as in the
case of RSoP reports based on offline GPOs) as well as reporting on historical change. In addition to its
Offline GPO Repository, Active Administrator also maintains a database of GPO History. As a GPO is
modified, a copy is retained and can be compared with the current version in order to report on
changes, as shown in Figure 5
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@

Group Policy Change Report

Changes from:  June 01, 2005 04:23:14 PM
Changes to: June 15, 2005 03:36:49 PM

GPO Name: ({rwll)) Default Domain Controllers Policy
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Old Revisions: 7 (Computer), 0 (User)
New Revisions: & (Computer), 0 {User)
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(O Software Settings
1 Windows Settings
& Security Settings

Changes were made to Security Settings

0ld Policy Setting Mew Policy Setting

29 Local Policies
&9 User Rights Assignment
ﬁ Access this computer from the network

Eﬂndpﬂ:mnurymotasfuraprmm

BUILT IN\Pre-Windows 2000 Everyone,
Compatible Access, BUILT INVAdm inistrators,
NT AUTHORITY\ENTERPRISE NT AUTHORITY|Authenticated Use

DOMAIN CONTROLLERS, NT AUTHORITY\ENTERPRISE
T AUTHORITY\Authenticated Users, DOMAIN CONTROLLERS,

BUILT IN\Pre-Windows 2000
BUILTIN\Adm inistrators, Compatible Access
Everyone
BUILT IN\Adm inistrators, MT AUTHORITY\LOCAL SERVICE,

NT AUTHORITY\NETWORK SERVICE, NT AUTHORITYINETWORK SERVIC

nokabnenta . bk et AW o I et s b, ‘.“JHEU"WAW

Figure 5: Report on changes to Group Policies with Active Administrator

If the current GPO is found to be problematic, an older version can be selected and a “rollback” can

be performed to replace the current GPO with the version stored in GPO History, as shown in Figure 6.

ctive Administrator™ - ScriptLogic Corporation
[§® Active Administrator™ - ScriptLogic C ki

File Security Group Policy Tools Help

Group Policy Objects by Container
T Active Directory Security I
;&’ Group Policy History

% Active Templates |
Group Policy Offline R epository |

& AD Object Restore | Client Side Troubleshooting
Active Directory Auditing | @ Group Policy Objects
ﬂ Fesultant Set of Policies [RSoP)

r— Group Policy History Location

I\\D ChActiveddministratoryGPOHistory

—

~GPDz

— GPO Histary

=] @ shest local
- #57 Blocked Intemet Access Palicy
Default Domain Controllers Paolicy
Default Domain Policy
€5 Paris Local Administrators
Standard Laptop Settings
Test
test2
gl Workstation Software Distribution Policy

Urique Mame: {BACT78EC-016F-1102-945F-00C04fB 984F 9}

[rate Fievizions Beport
Bl June 01, 2005 04:23-14 PM Ralback _ |
E]June 15, 2005 03:36:43 P 8 [Computer], O [User] Show Changes

Refresh |
Edit GFO |

1 | ol

Figure 6: Rollback previous version of GPOs easily with Active Administrator
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Example 5: Document Server Security Settings
Related Processes: Configuration Management / Security Management / Problem Management
ScriptLogic Solution: Enterprise Security Reporter

Configuration Management centers on first understanding the current configuration of systems.
Enterprise Security Reporter (ESR) provides administrators with the ability to centrally capture security
information on Windows and SharePoint servers throughout the network and then generate reports to
be used in support of other ITIL processes, as well as during any audits. ESR, shown in Figure 7, collects
information from Active Directory, Servers/Workstations, SharePoint, and more.

i x|

File Tools Help

Bl d BEIE &l
@ Domains/a Computers I/ﬂ SharePoint I/H':-g Discovery Groups r{:g M anage Discoveries I

|i }F‘aths | : } File Filters | i HeaistrH KeHs | ﬁ DEtions |

g Digcowerny P

Computer | [omain | Type |
a DEMODC  DEMO Frimary Domain Contraller

¥ Local accourts
V' Local security palicy
¥ Event log configuration
¥ Frinters
¥ Services
¥ Shares
¥ Registiy keys
¥ Wolumes
¥ Folders ¥ Pemmissiors
v Al folders available through public shares
Iv Files ¥ Pemmissiors
[ Discover only files with explicit permissions

@ Apply @Schedule

Mot scheduled

% Add... E_Q, Search... |E FRemaove |

|E0nnecti0n: zerver=DEMODC database=| | |Licenses: 5 Remaining: 4

Figure 7: ESR comprehensively collects information to be used by several ITIL processes

Once collected, ESR reports on all of the various data types collected using pre-defined or
custom reports. Figure 8 shows an example of a report generated with ESR. The information reported on
by ESR can be used as documentation in the Configuration Management process, as well as by Security
Management processes to ensure proper security is in place.
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Explicit Permissions Under Folder

Prinbed on 10/13/2004 5:53:44 PM

Path/Object Name
Account

Type

Permissions
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\\JON2003SVR\CS| SHARES),
+ CREATOR OWMNER
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apphcations. but not most legacy applications

+ SALESDEMO\Administrators (Administrators have complebe and
domain)

+ SALESDEMO\Users (Users are prevented from making accidental or
Thus, Users can run certified

Allowed

Allowed

Allowed

\\Jon R\CS \DEPARTMENTS
+ SALESDEMO'\sdministrator

intentional system-wide
applications, but not most legacy applications,
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Y bk doelior b
g client)*.

Allowed
Allowed

Ak
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PA
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x«.....—-_.lo‘~w--—«-__..._,,_\ . ‘rﬁ chnann, gl ettt e e o et

Special (n/s){AINAN)
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Figure 8: All of ESR’s reports have a common look and feel

Example 6: Using Active Templates to Delegate Permissions
Related Processes: Configuration Management / Security Management

ScriptLogic Solution: Active Administrator

Both Configuration Management and Security Management deal with ensuring only the agreed

upon security configuration is in place. Active Administrator’s Active Templates simplify control over the
delegation of user rights in Active Directory. For example, Active Templates can be used to quickly
delegate admin tasks such as the ability to update user information or group memberships to

department managers and junior administrators.

Active Templates, shown giving the Accounts Manager user account privileges in Figure 9,
harness the power and granularity of Active Directory without the complexity and guesswork of dealing
with lists of user rights, and can be easily granted and revoked.
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Figure 9: Each Active Template grants or revokes one or more user permissions, simplifying delegation
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Active Templates are a proactive method of applying delegated permissions throughout Active
Directory. Active Administrator also reactively enforces all delegated permissions that were set with
Active Templates using an Active Template Repair function that runs as a service. Active Administrator
can be configured to automatically instantly re-apply the Active Template to restore the user rights
required for compliance with established security standards within an organization.

Example 7: Troubleshoot GPO Configuration Failures

Related Processes: Incident Management, Configuration Management, Availability Management,
Security Management

ScriptLogic Solution: Active Administrator

In the event a desktop computer is having difficulty with a configuration specified with Group
Policies, support staff can use Active Administrator’s Client Side Troubleshooting feature to enable
Group Policy logging, as well as to view the client’s Application Log, Application Deployment Log and
User Configuration Log, as shown in Figure 10.

e T g g AN AT T i g A IS ot eI e T e i e D A [ iy
2] Group Policy Dbjects by Container l ‘.% AD Object Restore Client Side Troubleshooting
r~ Please select a domain
View all Computers in Domain: ]s[lesl.bcal Connect to Domain... |
Current Domain Controller:  de.slest local
r— Comp i~ Group Policy Verbose: Logging Options
= &9 shestlocal
r Generate verbose logging of all activities relating to the processing of
Software Deployment Group Policies,
View Software Deployment Log File |
VG te log for troubleshooting Group Palicies relating to user configuration.
Lewel |Dgiqult Logging vl Wiew Uzer Configuration Log File |
i~ Group Palicy Events

& ] ForeignSecurityPrincipals T I Date / Time [ Source | Category | E vent | User

@) Paiis ﬂ’—\ig}:ialmation 7/8/2005 3:31:34 AM SeeCli None 1704 N

& Program Data i:.i)Inicumaticm /72005 5:26:03 PM Scell None 1704 N

& System \;i) Information  7/7/2005 1:25.35 AM SceCli None 1704 /A

&0 Users @ Infomation  7/6/2005 3:20:04 AM SeeCli None 1704 NiA
3 Infomation  7/5/2005 51338 PM SeeCl Hone 1704 N/A
@) Information  7/5/2005 1:14:11 &M SceCli None 1704 M
@) Information  7/4/2005 91343 AM SceCli None 1704 NS
\é) Infomnation  7/3/2005 5:08:15 PM SceCli None 1704 N/
(@) Information  7/3/2005 1:07:47 AM Seelli MNane 1704 MAA
é) Information  7/2/2005 9:.02:18 AM SceCl MNone 1704 A&
é) Infomnation  7/1/2005 5:.01:52 PM SceCli MNone 1704 /A
v:‘) Infomnation  7./1/2005 12:56:26 AM SceCl MNone 1704 /A
é) Information  £/30/2005 §:52:39 AM Scelli Mone 1704 MiA
é) Information  6/23/2005 4:47:12 PM SceCli MNone 1704 /A
é) Infomnation  6/29/2005 12:46:46 AM SceCli MNone 1704 M2
‘? Infrumation  R{PRINNG R-41-21 AM Sreli | Mene 1704 Nilﬂ

- PP |' T e e - — P gy Sy

Figure 10: Determine the cause of applying group policies with Client-Side Troubleshooting

Client Side Troubleshooting is a vital tool in using Group Policies to manage server and desktop
configurations, ensuring security, availability, and correct user workflows.
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Example 8: Auditing the Management of Active Directory
Related Processes: Configuration Management, Security Management
ScriptLogic Solution: Active Administrator

To be aware of changes being made to your Active Directory, Active Administrator takes analysis
of Active Directory audit logs to a new level, combining and filtering logs from all domain controllers,
storing them in a database, and providing powerful reporting capabilities. This can be used to track new
delegations and permission changes, and who made them (Figure 11). It can also be used to determine
who reset a password, changed group memberships, or performed any other action within Active
Directory. Active Administrator allows for long term storage of audit logs without the need for
enormous Event Logs on individual domain controllers.

Active Directory Audit Report

Summary: 8 Alert(s)
User(s): All users
Event(s): 'MEMADDG','MEMADDL',"USRPWD','SECCHG'
Date Range: Between Sunday, May 01, 2005, and Thursday, June 30, 2005

June 21, 2005
Date/Time: User: Event:
{3 06/21/2005 03:34:26 PM  administrator Security - Permissions Changed
{SLTEST\ administrator) Y 9

Desc:  The security for object ‘DC=shtest, DC=local’ (Type="domainDNS") was changed by *SLTEST\Administrator’ on 'DC at
'6/21/2005 3:34:26 PM'

June 1, 2005
Date/Time: User: Event:
E 06/01/2005 04:27:55 PM Group Membership - Member Added to Global Group

administrator
(SLTEST\ administrator)
Desc:  Member 'CN=John Smith,DC=sltest,DC=local was added to 'SLTEST\Dom ain Admins' by 'SLTEST\Administrator' on 'DC' at

'6{1/2005 4:27:55 PM"

{Z 06/01/2005 04:27:11 PM  administrator
{SLTEST\ administrator)
Desc: The password for user 'SLTEST| JSmith’ was reset by "SLTEST\Administrator’ on "DC' at '6/1/2005 4:27:11 PM'
ok i SRS, \MM\M\\\_'-HA\M Al Ak, L AT

User - Password Reset

Figure 11: Audit any changes made to Active Directory

Active Administrator can even send email alerts when selected events occur, for example when
new users are added, or given extra permissions, as shown in Figure 12.

B Event Configuration Ukility
File Options  Help

Event Definitions

Enabled | Definition Mame:
L’jl Computer - Account Changed
Computer - Accounk Create

% Inskall DC Agents /'..)C

,.J Default Ernail Addresses

-] vy

Set Specific Email Address{es)

i

2 Computer - Account Deletec
[l Cortact - Changed _
2 HE Contact - Created I

e | VT ST RS PSSP %

Figure 12: Auditing is enhanced by configuring real-time notification of Active Directory changes
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Example 9: Manage Support Issues
Related Processes: Incident Management
ScriptLogic Solution: BridgeTrak

To restore normal service operation as quickly as possible and minimize the adverse impact on
business operations, utilizing a helpdesk solution will assist in accomplishing the activities related to
Incident Management (incident detection and recording, classification and initial support, investigation
and diagnosis, and resolution and recovery). BridgeTrak provides a comprehensive set of tools to
properly submit, track, document and resolve user issues as they occur.

 BridgeTrak 70

Cpen Issus &

Berwvers will he dowm for maintenance Friday from Z:00 AM until 4:00 AM "

+File - »Setip ~Help
haint < Issue No. 8 » | ez B I [ H#
[A'ge’:ﬂ‘days_ 0 hours 0 minutes @ Issue Tima:! |E Days, ‘:E Hours, |Z\ Minutas Start ‘
. P [id_a_r!'\_e_o:( v_l @ ] Status | Open v\@ Assignad Graup | v|
Company | Titan Software, In %] & & Sub-Status | Part Ordered v| Assianed User [Jahn Smith %]
Location| ~| Priarity [ 1- Urgent v Received On |THA2008 "11:31 A
Departrnent| v| Lssus Typa | Hardware Failure v Due Date |71008 & S00PM
Phone[913-258-4381 Cateqory | Deskop Computer v/
SEFRHE iDisk drive failure - disk is irecoverable, E

M u Hesolulion‘!‘E Custom Fields‘i{@ Aclivilyf"é" A h

Hard drive was grinding and systerm crashed, Drive is not recoverable - 3 new drive will be delivered and installed today, Applications Support must restore
drive image immediately after installation of drive.

’{@ Asset| @ Product/Contract | Related Issues |

Figure 13: BridgeTrack provides centralized Incident Management, improving productivity and meeting SLAs

In addition to issue tracking and resolution, BridgeTrack provides an arsenal of add-on modules
to facilitate user submission and management of their issues using a user-facing knowledgebase,
automatic escalation of issues, easier receipt of issues via email and powerful searching capabilities, all
in an effort to provide better service to users.

16 | Implementing ITIL Best Practices with ScriptLogic 0GIC|



Example 10: Remotely Managing Clients
Related Processes: Incident Management, Problem Management
ScriptLogic Solution: Desktop Authority, Desktop Authority Remote Management Gateway

Both the Incident Management and Problem Management processes focus on the minimization
of impact, as well as the amount of time required to fix a problem. Problems arising on client machines
can be diagnosed identified and resolved remotely using Desktop Authority’s Remote Management
client. Using a Java-enabled web browser, administrators and helpdesk personnel can remotely access
client machines, not just for the purpose of remotely controlling, but for the purpose of remotely
managing a client machine.

In addition to troubleshooting a client problem by interactively controlling the desktop
remotely, Desktop Authority’s Remote Management client (shown in Figure 14) can also accomplish
performance monitoring, management of disks, the registry, processes, services, users, groups and more
all without disturbing the user while they work.

3 APPSERYERZK - Desktop Authority - Microsoft Internet Explorer

File Edit Wiew Faworites Tools  Help ‘ "f'
Qback ~ &) - [x] 2] 0 | - search ' Favorites £ | - fa 2
Address Iﬂj https:{ {appserver2k: 2000 main. bkl j Go | Links **

- 0%
krop [N ISR APPSERVER2K
A Sun Java Plugin 0% End Remote S ]

_ % Remote Control E]
@] arrsERVERZK

@ Hame Menu | Screen:|540x480 VII15bits vl Zoom:lmo% % DD @ Full Screen Jib Ctrl-plt-Del | €5 Network

‘3 Remaote Control

E‘_‘, File Transfer . _" Desktop Authority E

@ Help Desk Chat 3| This computer is being remote contralled by

=¥ Computer Management Do S [Euenientinriad SLTESTWAdministratar from DC

File Edit View Insert Faormat Help (19z.168.21.100).

1 File Manager

leslmal =lre | aal  ule el 1 =
- =
Services 1 ﬂ Look jn: Ia Desktopduthiority j & e BB
- Processes
A Drivers _E Daprocnt.dil Eopenss\.exe Era
egistry Editor Dainit, dil dbghelp.dil cidevs, bxt ra
ammand Prompt E Damirr.dll Desktopnuthorlty.exe psapi.dl ra.
ehaot %] Damire.inf DesktopAuthority log __ ra.inc ra-
3 Monitor Host Screen DAY sys DRY.dat glra_rc‘exe ral
o ‘? Computer Settings E Daport.dl libeay3z.dll [™ra_reboct.exe ral
o ] paprinter. dil MEM‘dat Era_sc.exa ral
D”‘j Server Functions E Daprinternt.dl moduli Iﬁrafscp.exe rai
74 Scheduling & Alerts =] Daprinterui.dil msvcp70.di Fra_sftp.exe Frai
=R PrFormance Manitaring =] Daprinteruint.dl syt 70, dll Flra_ssh.exe Flra
- CPU Load 2] oaproc.di MET.dat Mra_telnet.exe ez,
emory Load
isk Space 2l | _'I

rive & Partition Infr—
pen TCPJIP Ports
shwork

File name: I j Open I
| Cancel |
e

Filez af hype: IAII Documents [%.7]

I Infarmation
pen Files

= Registry Keys In Use : = .
= DLLs In Use I _ILI :astartl J e %o |J| Document - WordPad @482 tozem
4 L3
[&] l_ ’_ ’_ ’_ ré_ g Local intranet

Figure 14: Troubleshooting a client problem remotely is a simple task with Desktop Authority’s Remote Management client.
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Desktop Authority Remote Management Gateway extends the reach of support professionals
beyond the walls of the organization to allow the same remote management and control of machines
both on and off the domain, regardless of their proximity to the corporate network. By using a gateway
service residing on a perimeter network, users and support professionals can easily come together to
quickly resolve issues remotely.

Example 11: Backing up and Restoring Group Policies
Related Processes: Availability Management
ScriptLogic Solution: Active Administrator

The cornerstone of making Windows-based networks available is a well-maintained Active
Directory with up-to-date information. The less time it takes administrators to restore deleted or
unintentionally modified objects and group policies, and to restore proper security, the faster users can
continue to utilize a secure and functional network environment.

Active Administrator provides backup and restore functionality for several data sets within
Active Directory. The first is Group Policies (shown in Figure 15), which can be backed up individually or
as a whole and can be performed as a one-off backup, or scheduled. Restores of Group Policies are as
easy as backing them up. Administrators can restore a Group Policy by simply selecting the backup
location, and the policy or policies to be restored.

E Backup Group Policy Dbjects H=]
Backup folder: | c:iAA4Data |
r— faroup Policy Objects:
EPO Mame: | PO Path: | Add GPO,., |
g.ﬁ.llowed Internet Access Palicy LDAP: jide. sleest. local/ CM=4{0FSBEDFD-CEF3-4...
&5 Default Domain Policy LDAP: fd. sltest localfCN={31B2F340-0160-1... RiEe EH |
@Restricted Deskkop Users Policy LN B R e store Group Policies H=] E3
ﬁWDrkstation Software Distribution, .. LDAP: fidc.sl
gBlocked Internet Access Policy LDAP:ffdc.sl Backup Folder: I CiAA4Dats |
ﬁDeFault Damain Contrallars Palicy LDAP: fide.sl _ _
@Paris Local Administrators LDAP: ide.sl e el @lifgicy
@standard Lapkop Settings LD&P: ffde.s] GPO Mame: | Domain: | Backup Time: -
ﬁBlocked Internet Access Policy  sltest.local June 30, 2005 01:19:34 PM =
O @Default Dornain Controllers Pol,..  sltest local June 30, 2005 01:19:34 PM
1 &% paris | nral Administeatnrs sltest.Inral Tune 30, 2005 01:19:35 PM hd
4| | »
— Backup optians -
¥ Backup Security Group Filkers ¥ Backup Gre [v Show arly the latest version of each GPO
I~ Generate Log File: — [ Restore ta an alternate domain:
Darmain: | PDC: | Add DEmmai... |
Schedule, ., Rermoyve DammEin |

— Restare options
¥ Restare Security Group Fikers ¥ Restore Group Policy Links

I Generate Log File: I _I Wiy I

Close

Figure 15: Active Administrator can backup and restore Group Policies making Group Policies highly available.
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Example 12: Backing up and Restoring Active Directory Security
Related Processes: Availability Management / Security Management

ScriptLogic Solution: Active Administrator

An administrator’s ability to function within Active Directory is directly impacted by a change in

delegated permissions. While Active Templates aid in maintaining proper permissions, it is important to

have a backup of those delegations throughout Active Directory. Active Administrator makes backing up

Active Directory permissions (shown in Figure 16) a simple task by only requiring a backup filename and

a chosen domain. Restores can be as granular as restoring only permissions to a select object or as

broad as restoring permissions to the entire Directory.

Fﬁ Backup Security

r— Backup File

Save As; I Ch\AA4DatalAD-Security ads

— Backup Domain

Domain: I sltest. local

Backup server:  dc.slkest.local

— Log File
I Generate Log File: I

~ Current Path
Path: I

— Error Lisk

Error | Path

I~ Close this dislog when no errors acour

Backup | Schet

M[=] 3
[ Restore Security =]
r— Backup File
Backup File: I ChAsdDatal\AD-Security ads _I
~ Restore To
Domain: I sleest.local

Restore server: de.sltest.local

Skart Path: I LDAP: jidc slkest local/DE=sltest, D =local _I
¥ Restore permissions on this object and all child objects
" Restore permissions on this objeck only
~ Reskare permissions on this obisck and &l child objects of bype:
~ Log File
[ Generate Log File: I I Yiew |
— Current Path
Path: I
— Error List

Error | Path

[~ Close this dialog when no errors occur

Goto Object |

Close |

Figure 16: Active Administrator backs up and restores Active Directory
permissions increasing the availability of Active Directory administration.
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Example 13: Backing Up and Restoring Active Directory
Related Processes: Availability Management / Security Management / Problem Management

ScriptLogic Solution: Active Administrator

Windows 2003-based Active Directories (even mixed-mode AD environments within only a

single Windows Server 2003 Domain Controller) can take advantage of Active Directory object-level

restores. When an object is deleted within Active Directory, it is actually “tombstoned” and not

permanently deleted until after 45 days (by default with pre-SP1 Windows 2003, and for as long as 180

days with SP1). Windows 2003 allows recovery of objects through an Authoritative Restore, but this

does not allow for selective recovery of objects and also loses many attributes including group

memberships. Active Administrator backs up Active Directory and gives administrators the ability to

recover “deleted” objects, and can also fully restore selective or all attributes on both Windows 2000

and 2003, as shown in Figure 17 and Figure 18.

Fﬁ Active Administrator™ - ScriptLogic Corporation

File Security Group Policy  Tools  Help

?& Active Directory Security
J Group Policy History

Group Policy Objects by Container

| % Active Templates | Active Directory Auditing |
| Group Policy Offine Repositany I
& AD Obiject Restare |

@ Group Policy Objects

ﬂ Fesultant Set of Policies [RSoF]
Client Side Troubleshoating

r~ Archive Location

Archive Path: I\\D ChactiveddministratorhaD B ackups

D amair: I sltest.local

j Current Domain Contraller: di sltest. local

|

~ Available Archives

Archive dates/times | -
2005-07-08 00-00-00
2005-07-07 00-00-00
2005-07-06 00-00-00
2005-07-05 00-00-00
2005-07-04 00-00-00
2005-07-03 00-00-00
2005-07-02 00-00-00
2005-07-01 00-00-00
2005-06-30 09-05-35
2005-06-30 00-00-00
2005-06-29 00-00-00
2005-06-22 00-00-00
2005-06-27 00-00-00
2005-06-26 00-00-00
2005-06-25 00-00-00
2005-06-24 00-00-01
2005-06-23 00-00-00
2005-06-22 00-00-00
2005-06-21 00-00-00 T
2005-06-20 00-00-00
2005-06-13 00-00-00
2005-06-18 00-00-00
2005-06-17 00-00-00
2005-06-16 00-00-00
2005-06-15 00-00-00
2005-06-14 00-00-00
2005-06-13 00-00-00

~ The selected archive contains this data:
Starting Folder: SO ChActiveddministratorAD B ackupsi\DOMAIM_slest local
Date: Fri Jul 08 00:00:00 2005

r~ Obiects to restore

Find...

Browse...

Compare...

Uil

Remove

— Restore Thiz Object
" Orly
* #nd Al Objects It Cantains

r— Which attributes
" Restore all attibutes
* Restore only these attributes

r . ) . )
And &l Objects It Containg of This Type: Name I

I uger j cn

. E
I Orly Restore Deleted Objects givent ame

instanceType

r— Password for Undeleted Users whenCreated

[

20NR-NR-12 N0-N0-00

whenChanged
Password: I dizplayManne
) uSH Created
Confirm Pazsword: I member0f _I
I Force change password at nest lagon uSNChenaed
Freview | Bestore |

Figure 17: Powerful selection options make restoring deleted objects and object attributes a simple task.
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I[=] E3

rﬁ Restoring Active Directory Dbjects...

Objects Restored: 1
Attrbutes Restored: 29
Slijecls Lhdeleleg; [u]

Tatal Errors: a

Progress:

Description ;I
@ Attribute: primaryGrouplD  Value: 22869080

Attribute: objectSid  Walue: AQUAAABAAALIVAAAAWTIPVOX0ZCka WoXwOAM==
Attribube: adminCount  Value: 22869130

Attribute: accountExpires  Value: 22369080

Attribube: logonCount  Walue: 22869030

Attribube: sAMAccounthame  Yalue: 1Smith

Attribute: saMAccountTvpe  Value: 22869080

Attribute: userPrincipaliame
Attribute: objectCategory
Attribute: nTSecurityDescriptor

OO OO0 OO0

Yalue: 15mith@sltest local
Walue: Ch=Person, CN=5chema, CN=Configuration, iC=sltest, DC=local
Waluz: AQAENDOEAABQEAAAAALAAECABAAEAC AEFDAABALAFACUBAIAMOEARAAAABUILAAAABAAYALEED

(8 Hindeleting a0 Ohjerts. ..
[& Restoring Attributes. ..
|9 Restore Complete

<

| »

SavE ., | Cancel

Figure 18: Restoring deleted objects together with all object attributes

Example 14: Backing up and Restoring Windows, SharePoint and SQL Server Security
Related Processes: Availability Management, Security Management
ScriptLogic Solution: Security Explorer, Security Explorer for SharePoint, Security Explorer for SQL Server

The Security Explorer platform provides the capability to backup and restore security
permissions on Windows, SharePoint and SQL servers. Some administrators even use Security Explorer
to perform hourly backups of the permission settings on their security-sensitive file servers so that if a
security breach is suspected and permissions appear to have changed, they can quickly reset all files to
the last-known fully-secured state.

Security Explorer can also dramatically simplify the recreation of permissions after a hardware
failure and recreation of the file system, SharePoint site or SQL database from backup tapes. The ability
to quickly restore permissions settings ensures that security is maintained and data is only available

where intended.

EflZiocic
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_igix]

,j'g Restare Security |

— Backup File — Current Permizzions
I C:ABackups\PERMISSIONSBACKIUP-FULLL Load | Object: I Data aner:l BUILTIM Administrators
E‘DE‘J Backup [C:AB ackups\PERMISSION = Type | [romain | Mame | Permissions | Applies To | SID
Bl Ch hdllow  BULTING 82 Users i ReadandExecute  This folder, subfolders .. 5-1-5-32-545
- [ A4 Folders T odllow ] BUILTIN 82 Administrators T Full Control This folder, subfolders .. §-1-5-32-544
-5 Backups Tallow (1] NTAUTH.. € SYSTEM T Full Control This folder, subfolders .. 5-1-5-18
= EED“L'EZD T alow(l] <None> @B CREATOR OWNER T Full Contral Subfalders and files anly  5-1-3-0
; g% o u Talowil] BULTN - &2 Usars T Special (LIRARAC... This folder and subfol..  5-1-5-32-545
Nl Eoo:fig Msi ’?! Allow 11 BUILTIN srn’. Uszers ’ﬂ Fead and Execute  Files only 5-1-5-32-545
Do
-1y demodel_dema_lacal
-1 Documents and Settings e
- [ Homes
-1 Inetpub
-1 installs < | i
-1 MSIStudiaSharedDirectary — Backed-up Permissions
- el :
’ gg P:;r;:n Flos Object: | Data Ouwner: | BUILTIN Adrinistrators
-0 HE_EYELEH Type | [romain | Mame | Permissions | Applies To | SID
- OID SeiptLogic Talow  BULTIN @2 Users T, ReadandExscute  This folder, sublolders . 5-1-5-32-545
= Slha'e‘j Files Palowil] BULTIN 82 Administrators P Full Control This folder, sublalders .. 5-1-5-32544
EE ;t'a‘fe Velur Infarmat T Alow(l) NTAUT.. @ SYSTEM T Full Control This folder, subfolders .. 51518
o L e Yo rmn T alow(l] <Mone> @ CREATOR DwNER T Full Contral Subfalders and fles orly  5-1-30
P ’?! Allow 11 BUILTIN srn’. Uszers ’ﬂ Special (LIRaR=C... This folder and subfol...  5-1-5-32-545
r ’?! Allow 11 BUILTIN srn’. Uszers ’ﬂ Fead and Execute  Files anly 5-1-5-32-545
Shaow differences [folders and files only)
™ Include files when previewing backup
¥ Restore owner W Restore permissions
™ Restaore missing folders
[™ Restare to a diffsrent path

Help | Advanced Refresh | Restore | LCancel

4

Figure 19: Using NTFS backups to restore permissions keeps files and services available.
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Conclusion

ITIL establishes best practices but does not specify methods of implementation, forcing
administrators of Windows-based networks are to decide for themselves how to implement and
maintain ITIL best practices.

ScriptLogic products give administrators the tools they require to implement ITIL processes in
the areas of Release, Change, Configuration, Incident, Problem, Availability and Security Management by
empowering them to easily plan, design, report, make available, secure, and support Windows-based
networks.

ScriptLogic solutions that assist with implementing ITIL best practices
Active Administrator Comprehensive Active Directory management solution
that reduces the complexity of Active Directory security,
delegation, group policies and recoverability.

BridgeTrak Help desk solution that centrally manages user issues,
from ticket tracking, to escalation to resolution.
Enterprise Security Reporter Reporting solution that generates instant, formatted

Enterprise Security Reporter for SharePoint  reports on file permissions, users, groups, group
memberships, printers, file shares, password
weaknesses, security policies, and more.

Desktop Authority Comprehensive desktop management platform that
provides centralized configuration, inventory, support
and security of Windows-based clients.

Secure Copy Data migration solution that additionally moves all
supporting security-related data sets to ensure a secure
duplicate of the original data.

Security Explorer Security management solution that fixes, reports,

Security Explorer for SQL Server searches, cleans-up and backs up all security settings on

Security Explorer for SharePoint file servers. It also manages service and task security and
settings.

For more information on how ScriptLogic can help you achieve ITIL compliance please visit
www.scriptlogic.com/itil, or contact your ScriptLogic sales representative or Authorized ScriptLogic
Channel Partner.
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